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Growth in

Security Spend
Forecasted Growth in

Overall IT Spend —
26%
— —O— (since 2014)
10.2%
since 2017
as% ( )
$3.7 Trillion in 2018 $91.4 Billion in 2018 $600 Billion in 2017
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One Key to Security Focused
Agility is Contextual
Understanding
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The Contextual Advantage




An Analogy of a System.... Family
Understanding how your family uses your home, and using that context to OO0o0o0
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Context Creates Advantage

Detect Threats
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The Problem of Context
within Security
Architectures
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We Keep All the Lights On, and All the Rooms Open
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We See Security Through an

Infrastructure Lens

Monitor
Perimeter
— For Threats

Monitor
Network
For Threats

Monitor
Endpoint
For Threats
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It We Compartmentalize at All, it’s Aligned to an Infrastructure Lens

Bedrooms
Bathrooms
Living
Kitchens Rooms
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We Should Focus More on Core Protection Strategies
Gartner Market Guide for Cloud Workload Protection Framework

Figure 1. Cloud Workload Protection

Less Critical
Controls Hierarchy, © 2018 Gartner, Inc. a P

Optional Server
HIPS with Protection
Vulnerability Shielding Strategies
Server Workload EDR |
Behavioral Monitoring
Important, but often
provided outside of CWPP
laaS Data at Rest Encryption |
Exploit Prevention / Memory Protection
Application Control / Whitelisting

Core Server
System Integrity Monitoring / Management Protection

Strategies
Network Firewalling, Segmentation and Visibility
Hardening, Configuration and Vulnerability Management *
Foundational
----- No arbitrary code .------. Admin Privilege- - - - - - - Change =------- Log  ------
[ i i a c
: No email, web client Management Management Management ! Operations Hygiene
\ ’
Restricted Physical and Logical Perimeter Access
Source: Gartner, Market Guide for Cloud Workload Protection Platforms, Neil MacDonald, March 26th 2018. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not adwse technology users to select only those
mwa re® ©201 8 VM ERE |nC vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner c

all (P! d or implied, with respect to
this research, including any warranties of merchantability or fitness for a particular purpose. This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the en[/re document.
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@ 898 ) D Cloud & Mobile

Infrastructure

Compute  Storage Network  Users Devices Access

Can the unigue properties of
cloud and mobile be
the solution versus the problem?
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Security Controls
Arch/Eng SOC GRC
Compute Data Network User Device SEEN
/\ APP @ Control
Context N
Apps Data
SDDC User Access Layer
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Distributed Systems Require
Distributed Control Points

vmware



We Can Uniguely Leverage the Hypervisor

What was What is APP APP APP

Provisioned Running
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Leveraging Hypervisor Isolation as a Control Point
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Changing the Data Center Security Model

From chasing bad to ensuring good

Chasing Bad

75,000,000

oS
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What You Need to Deal with at the Application Layer

1 » 2 > 3

You need to You are dealing with You need to
protect against an erosion of our operate at devops
different threat security anchor speed

models points

(endpoint/network)

vmware



Protecting Applications in Virtualized and Cloud Environments

Capture & Analyze Detect Respond
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Capture & Analyze

Capture the purpose and intended state of applications and VMs

Capture & Analyze Detect

Respond
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The Result - The App Manifest

@ Review allowed behavior and move scope to protected mode
EMR Day 100 :
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The Result - The App Manifest
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Detect

Runtime application attestation and secure manifest store
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Respond

Orchestrated incident response routines for the SOC

Y I

Capture & Detect
Analyze Respond

Secure Integrated

infrastructure Ecosystem
Snapshot Suspend Block/Alarm

Quarantine Network Blocking
Service Insertion...
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Review and Readiness
Collaboration Between Security Teams and Application Teams

Figure 2: DevSecOps: Secure Development as a Continuous
Improvement Process © 2017 Gartner, Inc.
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o Source: Gartner, 10 Things to Get Right for Successful DevSecOps Neil MacDonald, October 03 2017. Gartner does not endorse any vendor, product or service i inits ications, and does not advtse technology users to select only those vendors
with the hlghest ratmgs or other ignation. Gartner i consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner di: ims all (P! or implied, with respect to this
©201 8 VM ware, | nc. ., g any of ility or fitness for a particular purpose. This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the en(lre document.




Validate and Verity

Private Cloud
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Security “Agility” in the view of VMware

} Use the hypervisor as a distributed & isolated boundary

} Integrate in the CI/CD pipeline to ingest application intended
state and deviations

} Use the cloud to validate behavior and binaries across a larger population
using consensus and to spot anomalies

} Align network and segmentation controls with process
behavior knowledge in an automation fashion

mwa re® ©2018 VMware, Inc.
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Reducing the Clutter

Network Firewall Network Monitoring Endpoint Protection & Anti-Virus WAF & Application Securlty
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Go beyond: | Securing

To using: | Cloud & Mobility
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